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Plaintext, Sl 0

800 " Write Everyday — Ecited » g

Nov. 11

(all me Ishmael. Some years ago-never mind how long precisely-
having little or no money in my purse, and nothing particular to
interest me on shore, I thought I would sail about a little and
see the watery part of the world, It is a way I have of driving
off the spleen and requlating the circulation. Whenever I find
myself growing grim about the mouth; whenever it is a damp,
drizzly November in my soul; whenever I find myself involuntarily
pausing before coffin warehouses, and bringing up the rear of
every funeral I meet; and especially whenever my hypos get such an
upper hand of me, that it requires a strong moral principle to

arpiiant ma fram dalikarataly etanning inks +ha efrapd  and

Ciphertext jo, (50

hQIMAw3Jn/nLK/38ARAAS SXLDhCtZUYKMptNXZ ImTXwhhIRm3Qx fuyHjT93ASY1E
e+6ABkuyFLJhiKryxp/JmS/alMPfF7Thx2aTgovagaPzTwIV1jo6If2mhdCl6keed
1127C0£6jHIqq9d8g0bWDyVELEipnSLNDTX 3Xp2Csx50RB2wekrUt 111Xy 8G0H
4DQUYbINRMIVu1JJIC/acGvg0ze66pHURGSCxxHDscef jXenh/XejSYToTaMi+EsT
DCcD49zH6ZLDON6BINIq20FI180IhQ2y10Tbat 1dWi/ dyYWlKZcLKRSm8eo/ gNCAL
h9MncXBBS £gbvbu67CD29605geZ0n3LzQ0pI8hrZq/ 6K/ uMcUReZ JW3RCO0T754£
E5zYelwUgtwS/1mQ2w5PQF/89bpshtDSYuL1£2gzrsE6DwophuCri5zwCGhERLS
g6REIETFbZ2aCLAN2pIVunCIEuoP(zgEB6+M9eqdpyxMsMqEBVg3AHTSalAtEquP
T/MCXI0bZHECUPUpEKTSS LbSrDNXTHMUXQt 3XpLObGCCLDMKLSOWY £DINNRKFLWK
11qw9hx4Q9CIg7xX7JRnVgwOeRE LFnMYSbF1vPSXEOu6FdBYhdgSefKindinkmdw
qrS18£3In/kz2v72uz0buEKkY9ubBox76yj1RoIKUQMs 3em03ke649599TDiZ0qE
AqwDrosDPO2BeYQBD/ 9H5VKEw0anS 5MK 1JpOSBAGNGKNq2beEFnwd £k 0DDLhyHD
owH1GTgDowCS+5y/pE56v36HkzpIZATKGoRyKVXnQ0XU9L3¥nPc5fwBiFhxlrfcG
ywzkIh/BRDQ/uy5£hGe/PbSméiLv/ SkKHTKSPSUD+qLyZyKOWTHkNRIQYS20E71Q
qbwpNiy57reWkUWCoE4QmKqqpe TNKXM0eLT912D0hG21thyvTvspkpxsz18+HMIv
M2LMcY2FmmZWATSdxsQSqINQdyvCIX2D80a89WQyXmp7mPXL7BQfoQNPndmn60bi
0EQojoeMRNh14XNhMiPIxWTm34rH2gtvdNIDg8iFrtocovIqXqUIN+9T2sNe /bS8
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Using Same Key

[ Encryption ] HelialigT [ Decryption J»

~p——

Fig : Symmetric Enc i
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Plaintext
(ITTTTIT]

:

Block Cipher
Key ——=| Encryption

'

135 35 03mc b9 93 4 Olsine ) O lize Sbo o

Block Cipher))sl aehi sla jo,°

2131 45 3g4me plonil (1 d2hd )90 4 5 ploy 13 12 £95 2l
Cawl Cw POF L I PA 9 7F Olebd O lao

siwd g5 o2l JIBlOWfish,DES,3DES, AES  la o5

Ciphertext
0110[000011010010100100010 Plaintext
01 01010011010111011101 Cipher stream
1)110J01001001000011111111 Ciphertext Stream Clpher))@bp leb 0 )°
Bits are Bits are ol e o . o
different so same so S9w (0 |"L"UI 4"“‘""9"‘" OYgeo L PL"' )b)'.f. &9" QJ"I J>
result is 1 result is O

Figure 11-10 Creating ciphertext with XOR

Cawl &y 0.3.| )|RC4 'oéb")g.i"
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. Cipher encryption speeds

& DES

=+ Triple DES
- Blowfish-256
< AES-128

+ AES-256

W RC4-256

Encryption time

1600 4800 8000 11200 14400 17600 20800 24000 27200 30400
No 16-byte blocks
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Recipient’s Public Key Recipient’s Private Key
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RSA (Rivest—Shamir—Adleman)
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Comparison of Encryption Time among RSA,
ElGamal and Paillier
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L S jug
U9 o=hS  °
039 CiS jL (B s

INPUT HASH
Hi 630EFCD0SABB273B1610E82E78C20A7DF02C1051B1820E99FC305DCAA3326BS

Welcome |53A53FCQE2A03F9B6E66D84BA701574CDoCF5F01FB408C41731881BCDC6SA7CS
[l O

SDS 50 juud |y Jiud (5399 > S2gS juei °

[m! O
INPUT HASH

This is a test C7BE1EDg02FB8DD4D48997C6452F5D7E509FBCDBE2808B16BCF4EDCE4C07D14E

this is a test 2E00758548072A8E8822AD47FA1017FF72F06F3FF6A016851F45C308732BC50C
O ]
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No password in place: Interception:

too often devices and systems don't passwords can be intercepted,

actually have a password particularly is transmitted over an
insecure network

Theft: Known information:

insecurely stored passwords can personal information (often available

be stolen. Don't forget via social media sites, other security
handwritten passwords- if ‘hidden’ close breaches (including of third parties

to a device- or, as we sometimes see systems), or other social engineering

- printed onto the case of a laptop or techniques) can facilitate highly targeted
other work device. manual guessing of passwords

Social Engineerin Key logging:

r”gﬂg

/8
6 wASCAIAL 6
NG M 02‘;“"‘

Code-cracking:

cyber criminals use sophisticated
computer tools to guess billions of
passwords until they get in.

Shoulder surfing:

particularly if you are working in a public
place, an alert criminal may well have
seen what password you have entered.
All that is required then, is for you to
leave it unattended, or for your back to
be turned, for a few seconds.

fraudsters can often persuade people to divulge their passwords. if your device or systems have been intercepted (eg by someone
could be an email or telephone call purporting to be from a bank in the organisation clicking on a malicious link or attachment) a

or your IT team, for example. Many professional firms have been ‘keylogger’ may have been installed that can track what you are
successfully scammed of hundreds of thousands of pounds each, in typing into what sites - intercepting all your security controls in the

this way, in 2016 alone. process.
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Passwords used
previously

Username

Your login
information

a5

(i

Your friends’ and
family members’
names

oar.aan
4

Keyboard
patterns &
swipes

Your nhame
or common
names

X

Single
'dictionary’
word

(with or without
some numbers)
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UPPER CASE
CHARACTER

LOWER CASE
CHARACTER

Upper, case letters greatly frite
multpdy the amourt of o
T Takes 1o crack & passiarnd,

how strong

PASSWORD
LENGTH

My 1st Password! -

SPACE BAR
Many web siies will let your |
Uise spaces, f you can, use
them! If not, use dashes ta |

sepgrate words,

NUMBERS

Place numbers where |
they make sense. f fis sEmbais
ot fegical, it will be nd get
harder to remember

PUNCTUATE
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Amount of Time

“abcdefg” 7 characters .29 milliseconds

“abcdefgh” 8 characters @ 5 hours

“abcdefghi” 9 characters

“abcdefghij” 10 characters 4 months

“abcdefghijk” 11 characters 1 decade

“abcdefghijkl” 12 characters 2 centuries

BBetterBuys

Sl 9490 yloj
")3““ & M
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How long would it take for a

computer to crack your password? :..

Password
length

lowercase

UPPERCASE

#’s and Symbols

6

Characters

DRI IR

QOO0

3 hours

9

Characters

loJoYoloXolo]
6 hours
[oJoJoYoYoYoXo)
[oJoYoYoYoYoYo)
[ofoYoYoYoYoXo)

21 hours

BEEE

4 months

12

Characters

16 days

FE

2 years

),9.9.9.9.9.9.9.9.9.¢
),0.9.9.9.9.9,9.9.9,¢
),9.9.9.9.9.9.9.9.9.¢
),9.9.9.9.9.9.9.9.9.¢

4 centuries

& Minutes [Tl Years
© Hours X Decades

fa. 10000 years

(&) Months

15

Characters

):9.0.0.9.0.4::
61 years

.9,9.9.9.9.9.9.9.9,¢

XXX XXXX
) R

178 years

o o o o o o o o o

o o o o B o o o o
fn o do ol o o I i
LN

3261 centuries

3 9,390 o
N S (5
O g
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For more Information goto & www.ncsc.gov.uk W @ncsc



